A

CONNECTIONS
—~ SUMMIT «

Cyber Security Best Practices and
Recommendations: How to Make it
Work for Your Municipality

ELECTRICITIES

Connell Price
ElectriCities of NC, Inc.




As municipalities strive to integrate
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“systems” to remain viable...even
through catastrophic events.

EHE
o

Q
.iﬂ &




» N

Bt

ASA CONNECTIONS SUMMIT




Cyber Breach, A
21st Century
Catastrophic
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CLOUD COMPUTING
UNDER THREAT

VULNERABILITY OF THE
INTERNET OF THINGS
(O1)

CYBER CRIMINALS" SILENCE OF CYBER
TACTICS ARE EVOLVING  SECURITY RESEARCHERS
AND GETTING NASTIER

IMPRACTICAL
EXPECTATIONS FROM
THE IT DEPARTMENT

SOME CYBERCRIME STATISTICS FROM 2017

EQUIFAX HACK
143 MILLION

= = °
-
e e ¢

143 MILLION COMPROMISED SOCIAL
SECURITY NUMBERS IN THE US

WANNACRY

ot

RANSOMWARE WANNACRY
AFFECTED 300.000 COMPUTERS

OVER 150 COUNTRIES

RANSOMWARE ATTACKS

i, S
FIRST HALF OF 2017 REPORTED

4000 RANSOMWARE ATTACKS
EACH DAY GLOBALLY

E-MAILS

1 IN 131 EMAILS CONTAINS A
MALWARE

RISING CYBERATTACKS MALWARE

0

230,000 MALWARE SAMPLES
ARE CREATED EVERY DAY.

36%

RANSOMWARE ATTACKS ROSE BY
36% IN 2017

"Warren Buffet attributes cyber-attacks to be the biggest threat to mankind. being
even more severe than nuclear weapons.”



Figure 29: Evolving technology and rapidly escalating cyber threats call for a deliberate approach to

commanding progress
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Reproduced from the 2014 Deloitte-NASCIO Cybersecurity Study
“State governments at risk: Time to move forward”
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Introduction

Organmizations today face four mamn types of cyber
adversaries

Adversary Motives Targets Impact

+ Trade secrets Loss of competitive

+ Sensitive business advantage .
Repulatory inguiryy/ penalty
Disruption to critical

Economic, political,
and /for military advantage

o Nation State information
MEA information

+ Critical financial systems

Immediate financial gain Financial / payment systems Regulatory inquiry/ penality
Collect information for foture Personally identifiable Consumer and shareholder
financial gains information lawsuits

Payment card information Brand and reputation

Hacktivists

Influence political and for
social change

Pressure business to change
their practices

Personal advantage,
monetary gain
Professional revenge

= Patriotism

Bribery or coercion

= Protected health information

= Corporate secrets
= Sensitive business information
+ Critical financial systems

Sales, deals, market strategies
Curp-ﬂ rate secre!.s'

Busmess operations
Personnel information
Administrative credentials

= Loss of consumer confidence

Disruption of business
activities

+ Brand and reputation

Loss of consumer confidence

s o S o T o T I o o T S T (o o T T o o (o o o o S o (T T o o " o o T o ! o o o o T

Trade secret disclosure
Operational disTuption
Brand and reputation

Loss of consumer confidence

PricewaterhouseCoopers LLF  *2016 Cybersecurity and Business Continuity Management report
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Why Should Municipalities Plan...

Charlotte Housing Authority NEWS
suffers data breach, hundreds
impacted

Exclusive: Charlotte Housing Authority suffers data < ransomware attack.

breach, 341 employees impacted
Hacking caused 45%

of data breaches in
North Carolina.

Dear Staff: More than 1.9
2018 gilrlzlri]nrel;:}:we re
DATA BREACHES impacted by data
BY THE breaches.
NUMBERS

Attorney General

Josh Stein

January 22, 2018

NOTICE OF DATA BREACH

| am w *a inform you that the Charlotte Housing Authority (G
targete: f an email spoofing attack and that the securit
informa sntained on an Internal Revenue Service (IRS) Tax Form
as a re it of this incident. While our investigation is ongoing and v
evidence this information has been misused, we feel it is important to
incident, encourage you to file your tax return as soon as possible ong
2017 W-2, and provide you with the information below that you can
against identifv theft and fraud.

Almost 40% of all
breaches involved the
compromise of
information via email.

By: Matthew Grant, FOX 46 Charlotte

POSTED: JAN 26 2018 06:28PM EST
VIDEO POSTED: JAN 26 2018 07:08PM EST
UPDATED: JAN 26 2018 11:01PM EST

Phishing scams are on the rise.
They made up 26 percent of all

breaches in 2018, 11 percent
higher than 2017.
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Ransomware attack hits North Carolina water
utility following hurricane

A North Carolina water utility still recovering from Hurricane Florence became the victim of a

Sports Business Opinion Consumer Health &

Russian hackers appear to
shift focus to U.S. power
grid

Posted July 27, 2018
Updated July 28, 2018
[f] 205 [ G- share

By David E. Sanger, New York Times




Cyber Security Strategies and Initiatives Must Be...

* Integrated into your overall Business Resiliency
plan

* More than a “set and forget it” activity
* Included in your Risk Management function

* Inclusive of the human factor as it is equally
iImportant.
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Cyber Security...So Many Methods, So Many Plans...

How do | start with a focus...

NIST

Information Technology

CYBERSECURITY

Computer Security
Resource Center

Cybersecurity
Framework

CYBERSECURITY
FRAMEWORK
VERSION 1.1

A\

NIST Releases Version 1.1 of its Popular Cybersecurity

National Cybersecurity
Center of Excellence

National Initiative for
Cybersecurity
Education (NICE)

bl

o

o
%

Privacy Framework
Framework
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NIST implements practical cybersecurity
standards and best practices neces

W English v

inal Organization for Standardization
When the world agrees

Taking part Store A Q

Certification & conformity ~ SDGs

Account Log-In/Register | Contact Us

nd approved them for adoption by the NERC Board of
/IEC 27001 Information security...

mise of critical cyber assets (computers, software and

ITH|\/ - |ﬂfﬂ|’lﬂ9’ﬁﬁﬂ qpcorr!nllu#\catlcluﬂleazwrgrasgnatlypﬁ:QIhcsé/syqsLmsnq
ictional Model
ing & Commenting

ility Standards Under Development

jected Posting Schedule

ject Tracking Spreadsheet

jional Standards Development

iability Standards Development Plan
..—-Juests for Interpretations (RFIs)

Consideration of
Action Dates Comments

Draft 4
Cyber Security Standards
CIP-002-1 through CIP-009-1
Cyber Security Standards

Posted for NERC Board of

3 May 2, 2006
Trustees Adoption

Implementation Plan




Best Practice Strategy 1:

Incorporate Cyber Security into you
formal Business Resiliency plan.
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Best Practice Strategy 1:

Cyber terrorism

Fan 4 e Foreign state sponsored cyber espicnage
1%{ Scareware Ranzormnaare
cioa Insecure code Cyber warfare

Cyber crime
I 3 Hogueware

Heart Blead

- Critical imfrastructure
Pharming ) H-Elt-:h\rlsts attacks
- o Y Spear phishirg
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Increas] Bushnes - . - Th t »>
gt ng Bus 5 theft - : } Malwware 5,:,,I;;E-Eligj-:srti-l:i‘ hmmg?
= CHiman tnu =t impact Virus Script kiddies Wiormes Shishing Hotnets -ﬂiﬂeﬂ
= Cost 1o probtaedd & k i —— " '1‘.}“'
resmesdiate 1 h& el u:u'
« Legalbregulatory Hackers Data breach 13

- Crmkcad nfrastructuns War dialing Web attacks User Experience Driven;

Data Everywheree
Trojars = Wearasble Technology
24*7F Access, Mobile, = Internet-of-Things
Metwork attacks rnywhere & Anytime = Drones
= Integraded online aligikility = hedeated wentity for acoess 1o
Internet Access and Highly s bems QresrTITenE and
Connected Systems = Oioed compurting PO GRS Dyl
= Wb -erabbemet and cnline = Kiabie - Artificial inb=d gene .
Data In Selure Business e - Big data = Wirtued oumency (bt ooins)
System Silo  Achvances in interetwniing = Motile Paymem
= Maindrame: sy=temns - Citizer seh sensos = Errart devioes
= Siloed infarmmation systemrs
= Emergemoe of Open Systerrs
= Imternetworking
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Reproduced from the 2014 Deloitte-NASCIO Cybersecurity Study
“State governments at risk: Time to move forward”
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Best Practice Strategy 1:

Cyber terrorism

High ‘3‘*"“' Foreign state sponsored cyber espionage
"F"‘E’ Scarsware Aansormmware
Euﬁ‘ Imcorimra roda Cyber warfare
& The Exposure is real...
<«
Phiarming

Identity 7= * Cyber incidents have the potential to
. . disrupt every aspect of the business model
Hackers oo has ot ¢ Becomes the plague of all aspects of
war dialing YVeb attacks .
S connected environments
e Solutions are positioned as IT initiatives

Increasing Buskness

impact

« (CHixen thust impact

 Cost o protact &
resmesdiate

« Lagalregulabary

= (Crmicad Infrastructuna

Metweork attacks

3 = Internet Access and Highly |
Connected Systhams on y
LT B o P N T3 | —hrm
Data In Seure Business " mmes o Citiren e
System Silo = Achmnces in intemeteoicing
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Reproduced from the 2014 Deloitte-NASCIO Cybersecurity Study
“State governments at risk: Time to move forward”
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Best Practice Strategy 1:

High , P
L
iﬁ"" ScarevwaEre
c;oa Insecure o
\ﬂ%ﬂq Cyber crime
The Scramble To Address... - Hactivists = C0s
ro-diay ’ 3 Spear phishing
Increzsing Bushness . . Malhware 'I1're.5!1
e e | ¢ Preemptive solutions developed N Botness <P
= Cost 1o Fl'l:ll.-:'!l:'. | =] . .
e ey * Increased growth of strategies and devices evolt
o to protect at network gateway
« e . o . 24*F Aocess, Nobilke,
* Antivirus, Anti-spam, Anti-everything Anywhere & Anytime
«“ . ” =ystems .
* “The technology will protect us. e
= Hig data
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Reproduced from the 2014 Deloitte-NASCIO Cybersecurity Study
“State governments at risk: Time to move forward”
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Best Practice Strategy 1:

High & Mitigate the Risk...

* Cyber security policy and initiatives adopted to business
resiliency plan (BRP)

e Cyber is an enterprise initiative not just an IT problem

Cyber risk management moves from an IT/Technical issue to a

core business process

Business risk avoidance and mitigation are the focus of

technology solutions

e Resiliency and recoverability are equally as important as
prevention

* Awareness and training are major efforts in mitigating risks

Increzasing Bushiness

mpact °

= CHiren trust Impact

« Cost o protact &
resmesdiate

= Lagalregulatary

« Crmical Infrastnuctuna °

Lo
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Reproduced from the 2014 Deloitte-NASCIO Cybersecurity Study
“State governments at risk: Time to move forward”
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Best Practice Strategy 2:

Use the CDC approach...
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Best Advice...Adopt the CDC Approach

CDC Organization

Esparfiol (Spanish)

CDC is one of the major operating components of the Department of Health and Human Services.
View CDC's Official Mission Statements/Organizational Charts to learn more about CDC's
organizational structure.

CDC's Mission CDC Organization Chart

CDC Organizational Chart
ass

CDC works 24/7 to protect America from
health, safety and security threats, both
foreign and in the U.S. Whether diseases
start at home or abroad, are chronic or
acute, curable or preventable, human error
or deliberate attack, CDC fights disease and
supports communities and citizens to do
the same.

2090 9 gned

60090
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The CDC Approach...

""_ff:.- Centers for Disease Control and Prevention

@%  CDC 24/7: Saving Lives, Profecting People™

Control the Environment:
e Data Classification
* Physical/Digital Barriers

e Policies & Procedures
v Intrusion Detection
v’ Incident Management
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The CDC Approach...

- 'ffff: Centers for Disease Control and Prevention

A CDC 24/7: Saving Lives, Protecting People™

Control the Behavior:
* Awareness

* Training

* Best Practices

v" Intrusion Detection
v’ Incident Management

The focus is on behavior modification.
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Best Practice Strategy 3:

Build a plan...
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Obtain
Management
Support

Identify the
Planning Team
and initial
planning
information

Develop Project
Plan

Conduct Project
Kickoff Meeting

DELIVERABLES

Identification

Identify likely
risks/ threats to
cause a disaster

Identify
business
impacts of a
disaster

Identify Supply
Chain (Vendor &
Partner)
Dependencies

Identify
Recovery
Resource Data

How to Start. The Right Way...

Create
Strategy

Analyze and
choose protective
measures

Analyze and
choose recovery
strategies to
achieve RTOs

Determine and
document all pre
and post counter
measures

» Analyze the
organizational
structure incident
management and
remediation
teams (i.e., who
does what and
how)

Plan
Development

Assemble the
information
gathered and
decisions that
have been made

Document the
Plan

Publish the Plan

Periodic review
of the Risk
Management
Function

Training &
Exercise

Educate plan
owners on its
use & what to
do in disaster
and recovery
situations

Conduct an
Awareness
Exercise and
issue a Report

Develop tools
for subsequent
exercises

=d Maintenance

+ Identify
organizational or
data requirements
changes that will
require plan
updates
Establish a

maintenance
program

Periodic review of
the Risk

Management
Function

1. Maintenance

1. Project . Risk/threat and 1. Recommended 1. Plan Templates . Trained Plan Program
Initiation business prevention, (protection, Participants 2 Plan
Charter impact info discover and detection, . Performed Disclosure -
2. Project Kickoff - Supply Chain resiliency remediation) Exercise Certifications
Meeting dependencies strategy 2. Documented . Documented Statements
3. Project Plan . Resource Data Detection Tasks Plan Manual Exercise Rept
Remediation
Tasks
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Best Practice Strategy 4.

Realize, you can’t do it alone.
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Best Practice Strategy 4.

Consider outsourcing...

“Outsourcing is one way to compensate
for talent

gaps. For CISOs who are restricted in
their ability to

hire workers, or who are having trouble
attracting

employees with the required skill sets,
outsourcing

certain aspects of cybersecurity work is
an option.”

Reproduced from the 2014 Deloitte-NASCIO Cybersecurity Study
“State governments at risk: Time to move forward”

FIGURE 8

While outsourcing has increased for certain functions, more than half of
US states have yet to outsource many of them
Select the cybersecurity functions that your state outsources. (47 respondents)

W2018 © 2010
13%
15%
E 1%
Figure 22: Leading outsourced cybersecurity functions I :
< Audit Ioganalyrsls her threat Forensits  Threat management Do not
and reports ns assessment monitoring outsource
"9 Threat management ~ ) o
' and monitoring services Source: 2010 and 2018 Deloitte-NASCIO Cybersecurity Studies.
N
A
I
Forensics/ Threat risk

legal support i a assessments

Audit log analysis Vulnerability
and reports management

Security technology services
(e.g. antivirus and firewalls)

Reproduced from the 2014 Deloitte-NASCIO Cybersecurity Study
“State governments at risk: Time to move forward”
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In Review...
Cyber Security Strategies and Initiatives Must Be...

* Integrated into your overall Business Resiliency
plan

* More than a “set and forget it” activity
* Included in your Risk Management function

* Inclusive of the human factor as it is equally
iImportant.
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To All of The Dragon Slayers...

"Oh, dont hurt it. Can t you trap it
Conquer the Cyber Dragon...! under a glass, or something?”
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Cyber Security Best Practices and
Recommendations: How to Make it
Work for Your Municipality
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ELECTRiCITIES

of NORTH CAROLINA, INC.

The energy behind public power

www.electricities.com

FOLLOW US ON SOCIAL MEDIA:

@ncpublicpower

0 facebook.com/Electricities

g @ElectriCitiesNC




