
Cyber Security Best Practices and 
Recommendations: How to Make it 
Work for Your Municipality

Connell Price
ElectriCities of NC, Inc.



As technology continues to 
change, its rate of adoption 
increases exponentially.  

As municipalities strive to integrate 

technology, it becomes increasingly 

important for these technology 

“systems” to remain viable…even 

through catastrophic events.
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Cyber Breach, A 
21st Century 
Catastrophic 
Event…
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Introduction
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*2016 Cybersecurity and Business Continuity Management report



Why Should Municipalities Plan…
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Cyber Security Strategies and Initiatives Must Be…
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• Integrated into your overall Business Resiliency 
plan

• More than a “set and forget it” activity

• Included in your Risk Management function

• Inclusive of the human factor as it is equally 
important.



Cyber Security…So Many Methods, So Many Plans…
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How do I start with a focus…



Best Practice Strategy 1:
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Incorporate Cyber Security into you 
formal Business Resiliency plan.



Best Practice Strategy 1:
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Best Practice Strategy 1:
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The Exposure is real…

• Cyber incidents have the potential to 
disrupt every aspect of the business model

• Becomes the plague of all aspects of 
connected environments

• Solutions are positioned as IT initiatives 
only



Best Practice Strategy 1:
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The Scramble To Address…

• Preemptive solutions developed
• Increased growth of strategies and devices 

to protect at network gateway
• Antivirus, Anti-spam, Anti-everything
• “The technology will protect us.”



Best Practice Strategy 1:
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Mitigate the Risk…

• Cyber security policy and initiatives adopted to business 
resiliency plan (BRP)

• Cyber is an enterprise initiative not just an IT problem
• Cyber risk management moves from an IT/Technical issue to a 

core business process
• Business risk avoidance and mitigation are the focus of 

technology solutions
• Resiliency and recoverability are equally as important as 

prevention
• Awareness and training are major efforts in mitigating risks



Best Practice Strategy 2:
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Use the CDC approach…



Best Advice…Adopt the CDC Approach
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The CDC Approach…
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Control the Environment:

• Data Classification

• Physical/Digital Barriers

• Policies & Procedures

✓ Intrusion Detection

✓ Incident Management



The CDC Approach…
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Control the Behavior:

• Awareness

• Training

• Best Practices

✓ Intrusion Detection

✓ Incident Management

The focus is on behavior modification.



Best Practice Strategy 3:
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Build a plan…



How to Start. The Right Way…
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Initiation
Plan 

Development

• Obtain 

Management 

Support

• Identify the  

Planning Team 

and initial 

planning 

information

• Develop Project 

Plan

• Conduct Project 

Kickoff Meeting

• Assemble the 

information 

gathered and  

decisions that 

have been made

• Document the 

Plan 

• Publish the Plan

• Periodic review 

of the Risk 

Management 

Function

1.   Project    

Initiation 

Charter

2.  Project Kickoff 

Meeting

3.  Project Plan 

1.  Plan Templates 

(protection, 

detection, 

remediation)

2.  Documented 

Plan Manual 

A
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T

I
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Major

Steps

DELIVERABLES

Identification

• Identify likely 

risks/ threats to 

cause a disaster

• Identify 

business 

impacts of a 

disaster

• Identify Supply 

Chain (Vendor & 

Partner) 

Dependencies 

• Identify 

Recovery 

Resource Data

1.  Risk/threat and 

business 

impact info   

2.  Supply Chain 

dependencies

3.  Resource Data

Create 

Strategy

• Analyze and 

choose protective 

measures

• Analyze and 

choose recovery 

strategies to 

achieve RTOs

• Determine and 

document  all pre 

and post counter 

measures

• Analyze the 

organizational 

structure  incident 

management and 

remediation 

teams (i.e., who 

does what and 

how)

1.  Recommended 

prevention, 

discover and 

resiliency 

strategy

2. Detection Tasks

3. Remediation 

Tasks

• Educate plan 

owners on its 

use & what to 

do in disaster 

and recovery 

situations

• Conduct an 

Awareness  

Exercise and 

issue a Report

• Develop tools 

for subsequent 

exercises 

1.  Trained Plan 

Participants 

2.  Performed 

Exercise

3.  Documented 

Exercise Rept 

Training & 

Exercise

• Identify 

organizational or 

data requirements 

changes that will 

require plan 

updates

• Establish a 

maintenance 

program

• Periodic review of 

the Risk 

Management 

Function

Maintenance

1. Maintenance  
Program

2. Plan 
Disclosure -
Certifications 
Statements



Best Practice Strategy 4:
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Realize, you can’t do it alone.



Best Practice Strategy 4:
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Consider outsourcing…

“Outsourcing is one way to compensate 
for talent
gaps. For CISOs who are restricted in 
their ability to
hire workers, or who are having trouble 
attracting
employees with the required skill sets, 
outsourcing
certain aspects of cybersecurity work is 
an option.”



Cyber Security Strategies and Initiatives Must Be…
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• Integrated into your overall Business Resiliency 
plan

• More than a “set and forget it” activity

• Included in your Risk Management function

• Inclusive of the human factor as it is equally 
important.

In Review…



To All of The Dragon Slayers…
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Conquer the Cyber Dragon…!



Questions…?

Cyber Security Best Practices and 
Recommendations: How to Make it 
Work for Your Municipality
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