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 Fraud Risk Training

 Internal Review Discovery 

 Fraud Examination 

 Coordination with Law Enforcement

 Assistance with Civil, Criminal and 
other Disciplinary Action

 Asset Recovery

 Anti-fraud Control Remediation

Fraud & Forensics
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Our View of Risk

Fraud Occurs Primarily Because…

Unseen Risk –
Blindsided

Unmanaged 
Risk  

Note that fraud most often occurs without the aid of 
collusion 

and could have been prevented by looking at a couple key 
areas.

Controls Failed
Unseen Risk –

Blindsided
Unmanaged Risk Controls Failed

Note that fraud most often occurs without the aid of collusion 
and could have been prevented by looking at a few key areas.



Fraud Statistics

A typical organization loses 5% 
of its revenues to fraud each 

year 

Corruption and billing schemes 
pose the greatest risks to 

organizations

Most commonly victimized 
industries: 

- Banking and financial services

- Manufacturing

- Government and public 
administration sectors

Report to the Nations, 2018 Global Study on Occupational Fraud and Abuse -- Association of Certified Fraud Examiners



Fraud Statistics

Internal control weaknesses 
were responsible for nearly half 

of all frauds

A majority of the victims 
recovered nothing

Referrals to prosecution declined 
over the past 10 years. Top reason 

for non-referral was fear of bad 
publicity

Report to the Nations, 2018 Global Study on Occupational Fraud and Abuse -- Association of Certified Fraud Examiners



Out of ~15 industries 
most victimized, the 
energy sector is rising:

2018 ► 9th 

2008 ► 15th

Fraud in Energy 
Sector Rising

Source: ACFE Reports to the Nations



Fraud in the News
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Fraud in the News

Former Public Utility Employee Pleads Guilty In Theft Of More Than $4 Million From 
Public Utility And Customers  (NY) –

 A manager in Customer Operations implemented the scheme, using his knowledge of the 
Public Utility’s billing and payment processes.

 He carried out the scheme with a co-conspirator. The co-conspirator operated a business 
that aggregated payments from customers of the Public Utility for the purpose of passing 
such payments on to the Public Utility.

 FARCHIONE and Bendel effected the fraud in part through conspiring to submit fraudulent 
checks and payments to the Public Utility, in amounts owed by customers who provided 
cash to Bendel believing he would submit those payments to the Public Utility on their 
behalf.

https://www.justice.gov/usao-sdny/pr/former-public-utility-employee-pleads-guilty-theft-more-4-million-public-utility-and



▪ Perpetrators often see little down side 
to committing these acts (Fraud Triangle)

▪ Controls & safeguards are often not the 
focus of mgt. and are frequently 
immature, overridden or nonexistent.

▪ Assistance from Law Enforcement may 
not be coming as you envisioned or 
expected and there can be many 
impediments to criminal investigations.

▪ Proving the financial loss is the 
responsibility of the victim.

▪ Restitution is unlikely and civil litigation 
is expensive.

▪ Reputational damage resulting from 
action is undesirable.

Considerations



Financial Crime Sentencing
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Juxtaposition:  Financial Crime & Street Crime
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RECOVERING FRAUD LOSSES

Recovered Nothing
53%

Made Particial Recover
32%

Recovered All Losses
15%

After a fraud has been detected a victim might try to 
recover its losses from the perpetrator or other sources. 

ACFE data shows the victims are rarely made whole.



Fraud Risks to the Energy Sector

Corruption (53%) 
& billing schemes 

with vendors 
(20%)

Check Tampering 
(18%)

Non-Cash (27%)

Skimming (10%)Cyber crimes
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How is Fraud Discovered?

Tip
42%

Management Review
16%

Internal Audit
12%

Accident
6%

Acct Reconciliation
6%

Document 
Examination

4%

External Audit
3%

Other
9% Tip

Management Review

Internal Audit

Accident

Acct Reconciliation

Document Examination

External Audit

Other

42% Tip 

16% Management 

12% Internal Audit

70%
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5 Key Principles to Manage Fraud

1.
Governance

2.
Fraud risk 

assessment

3.
Prevention 

controls

4.
Detection 
controls 

5. 
Reporting, 
Investigate 

& 
Corrective 

Action

FREE Managing the Business Risk of Fraud: A Practical Guide Joint Study conducted by The Institute of Internal Auditors, the
American Institute of CPAs and the Association of Certified Fraud Examiners. Published July 2008

“Trust is not a control and hope is not a strategy”

If you could only accomplish 1 principle what is most important?

2.
Fraud risk 

assessment

Sound
Effect



“Similarly, auditors look only for errors that are 
“material” compared with profits or assets. 
The threshold is often in the range of 0.5% to 
10%. These limitations might help explain 
why, according to the Association of Certified 
Fraud Examiners, auditors picked up only 4% 
of occupational fraud in 2017. Although some 
firms offer more forensic audits, they cost so 
much in time and money that companies 
choose them only if they already suspect 
wrongdoing.” 1
1 1 The Economist May 26, 2018 - This article appeared in the Finance and economics section of the print edition under 

the headline "Great   expectations gap"

“What are Audits for?”



Incident Response

Investigators and 
expert 

interviewers

Forensic 
accountants and 
industry experts

Forensic 
technologists and 
business system 

experts

Internal control 
specialists

Public relations 
assistance

Capabilities Needed



How Can We Help?

Scott M. McKay, CPA, CFE, CIA, CCSA
Partner I Risk Advisory Services
P 919.782.1040 
D 919.825.4277 
smckay@cbh.com

Rusty Pounds, CFE 
Manager I Risk Advisory Services
P 919.782.1040 
rpounds@cbh.com
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