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What Is SCADA?

Supervisory control and data acquisition
Telemetry systems

Data logging

Remote terminal unit (RTU)

Operator interface terminal (OIT)
Human-machine interface (HMI)

Distribution management system (DMS)

Generation management system (GMS)

Energy management system (EMS)



100 Years of SCADA
Predictive

Indicative
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Ubiquitous



What’s the “right” amount of SCADA?

l.e. What do you need to do?

Status information e Historical analog trends
Analog metering e Event capture

Binary controls  Engineering Access
Analog Setpoints « Human-Machine Interface
SOE Logging * Troubleshooting tools

Time synchronization « Messaging (SMS, E-maill)
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Reliability and Redundancy

e 3555 RTAC Hardware: NoWindows

= NO moving parts
= Exe-Guard white

= Dual power supp

= No Windows updates!

= RTAC Library for
Redundancy

Look Ma! .

Isting
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Introduction



RTAC Hardware Design
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But SEL doesn’t make SCADA Systems !?!




Telemetry?

Client Server Peer-to-Peer
SEL
DNP3 Serial / TCP SEL

Modbus® Serial / TCP
Flex Parse

Synchrophasors
IEEE C37.118

L&G 8979
IEC 61850 MMS Client
CP 2179

DNP3 Serial / TCP
Modbus Serial / TCP
IEC 60870-5-101/104

L&G 8979
SES-92

MIRRORED BITS®
Communications

IEC 61850 GOOSE

Network Global Variable
List (NGVL)




Telemetry?

* Live Data: Instantly display and drill down on any data point in
the system

Filter Label: All Quality: p Filter: None E x g

Naime Status Prepared Timestamp

SEL.FM_INST_S2A eeder 4 naries false
L.FM_INST_79LC rede ] false
FM_INST_IA Feeder 4, Currents 0.0 0.0
FM_INST_IB Feeder 4, Currents 0.0
FM_INST_IC Feeder 4, Currents 0.0% 0.0
Feeder_4_SEL.FM_INST_P_WATTS Feeder 4 0.0
_Feeder_4_SEL.FM_INST_Q_VARS Feeder 4 0.0
Fesder_ LFM_INST_RMB1L1A Feeder 4, B 5, High Speed false
Feeder_ FM_INST_RMB2A Fesder 4 s false
Feeder_ LFM_INST_TMB1A Feeder 4 . High false
5_Feeder_d FM_INST_TMEB2A Feeder 4, Binanes, High false
5_Feeder_4a_SEL.FM_INST_VA Feeder 4, Vol 5 0.0 0.0
5_Feeder_4_SEL.FM_INST_VB Feeder 4, 0.0® 0.0
> _Feeder_4_SELFM_INST_VBAT Feeder 4, V 0.0
5_Feeder_4_SEL.FM_INST_VC POU Pins
5_Feeder_4_SEL_POU.Auto_Configuration_Failure POU Pins false BOOL
5_Feeder_4_SEL_POU.Event_Collection_| it POU Pins L UDINT
OU.Initiate_Auto_Configuration "OU Py BOOL
ge_Recewved_Count IS C JDINT

Sk S " = = UDINT




Telemetry?

3555/3560 supports 100,000 data tags

Native SEL-FM at head-end allows for STRING data for Fault
Type from relay History messages

Voltage and currents as phasors (mag & angle)

Direct to field relays over ethernet/cellular or consolidated data
sets from substation RTUs




New Control Schemes?

IEC 61850

Traditional
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Sequence of Events?

- Time: Mon, Jul 8, 2019 8:28:02 PM T ——
I - Device: SEL-3530-Station-2
30,000 logs In a :
Dashboard Sequence of Events Report
F I FO b Uﬁe r Actions v Download CSV Reload Table

System \ And v || Category v
Date/Time

Usage Policy Filter Reset

Device Management
. File Manager
Project Upload

Licensed Features

O D B User ‘ 0 . : - -
C Accounts 7 \ MI_ g e f .HMI.FDR2_HLT. a HMI

User Roles 2 7 uri MI_t i SEL p i ion.HMI.FDR2_HLT. se via HMIL
LDAP Settings

connection e

Network

Interface

Filtering and

Syslog

! 3 } MI_ ed ¢ .HMI. 2 | - r via HMI

alarming e | e el et T e
X.509 Certificates [ 20 € L C S f ice 1 3

CA Certificates 2 MI_Control_ iC > ed contr on.HMI. SE.operClear via HMI

SSH Keys 6 03: .04¢ e _ on  SEL performe rol operation o ation.HMLFDR1_HLT.operClear via HMI

Password Report 0 .240 g t ) g .HMI.FDR1_TRIP_CLC arcl

Reports :
r via HMI

Integration with _ o _ :

MI.FDR1_TRIP_CLC cl a HMI
Event Collection

Live Data ol 7-0

Diagnostics 2019-07-06 03:04:51.939 Security




IRIG-B In/Out
NTP In/Out
DNP In/Out
PTP In

~ull range of
offset and DST
options

Project Properties

Time Component

POU Fin Settings

Controller

Tag Processor

Setting

» Demodulated_IRIG_B_Input

Enable_Global_UTC

Set_System_Time_UTC_Offset

Enable_System_Tme_DST_O...

Set_System_Time_DST_Offset

_System_Time_DST_Start...

System_Time_DS

Set_System_Time_DST_Start...
Set_System_Time_DST_Start...

Set_System_Time_DST_Stop...

Set_System_Time_|

Set_System_Time_DST_Stop...

Set_System_Time_DST_Stop...

Set_DNP_Failure_Timeout

_i870_Failure_Timeout
Enable_PTP_Power_Profile
Set_PTP_Transpo

et_PTP_Domain

Set_PTP_Path_Delay_Mecha...

Set_PTP_Interface_1
Set_PTP_Interface_2

5ystem_Time_UTC_(

Stop...

March

Range
True,False
True,False

-720 to 840
True,False

-120 to 120
First,Second,T...
Sunday,Monda...
January,Febru...
00:00 to 23:59
First,Second,T...
Sunday,Monda...
January,Febru...

D0 to 23:59

True,False

UDP, IEEE 8
0-127

P2P E2E
None,Eth_01,E...
None,Eth_01,E...

True, False

Ime Synchronization?

Description
Demodulated IRIG B Input
Enable Global UTC
This setting sets the time difference between UTC and System Time in minutes.
Enable System Time Adjustment for Daylight Saving Time
Set System time Adjustment Amount for Daylight Saving Time
System Time Daylight Saving Time start criteria - Week of Month
m Time Daylight Saving Time start criteria - Day Of Week

System Time Daylight Saving Time start criteria - Month
System Time Daylight Saving Time start criteria - Time
System Time Daylight Saving Time stop criteria - Week of Month
System Time Daylight Saving Time stop citeria - Day of Week
System Time Daylight Saving Time stop criteria - Month

tem Time Daylight Saving Time stop criteria - Time
Set timeout period to determine DNP time source failure
Set timeout period to determine i870 time source failure
Enable PTP P Profile.
Select the appropriate PTP network transport,
Select the appropriate PTP domain.
Select the appropriate Path Delay Mechanism.,
Select the interface to listen to PTP traffic on.

lect the interface to listen to PTP trafficon.

Apply System UTC Offset to all protocol data time setting instances.




Historical Trends?

* Two Options: o o
o File l/O

DT#2015-10-29-14
DT#2015-10-

+ TrendRecorder =

DT#2015-10-23-
DT#2015-10-29-

DT#2015-10-29-
DT#2015-10-

3 |DT#2015-10-29-14:1.

M
wt L

o

o,
LT s




Historical Trends?

Filel/O Disadvantages

Requires programming and
STRING manipulation

No automated graph generation
Number of inputs per file limited
based on max STRING length
(255)

TrendRecorder Disadvantages

Requires TEAM Profile and
TEAM Meter Reports

Only analog trending

No “flat” files




Event Capture?

o Automatically retrieve events from SEL IEDs
e Archive up to 512 events in RTAC database
 .CEV and COMTRADE

 Push new events to ACSELERATOR TEAM® SEL-5045
Software CSELERATOR




Engineering Access

e For up to 254 SEL Relays directly polled by an RTAC,
setting up Engineering Access takes 15 Seconds!

Project Properties 4




Human-Machine Interface?
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HMI Leverages RTAC Database
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ACSELERATOR Diagram Builder™
Live RTAC Data Points Available for Use




Troubleshooting?

* View networking
diagnostics

* Ping devices

e Collect communications
captures

* Retrieve passwords for
connected devices

e Force data points for
testing




Messaging?
« Alarm Emailler Extension = copy/paste

Project Properties Alarm_Emailer 1

Configure Alarm Emailer (Rev: 2019-01-15)

Settings

Email Destinations Setting Value Range Description

Alarms |Local RTAC IP Address | 192.168.1.2 Valid TP Address Local RTAC Ethernet IP Address to issue emails from,
Controller SMTPSer\er [PAddress 192.168.1.10 Valid IP Address SMTP IP Address to issue emails to.
Startup Delay 5 0-10 Alarm Simnreee Starh n Nalaw fin min tee)
FROM Email Address a@b.com String Value "FROM
FROM Email Name Alpha Bravo String Value "FROM -
Email Subject Line Alarm report String Value subjec| Project Propertiess = Alarm_Emailer 1

Configure Alarm Emailer (Rew: 2019-01-13)

Settings

Configure Alarm Emailer (Rew: 2019-01-15)

Settings
o #

Emai Destniatons Data Reference Data Type Group Assignment | AssertText PUDel.,. DeassertText DO Dela... Enable Optional Analog  Analog Tag Analog DT

Alarms LED_Status.Barracada_52A3P SPS Group 1 Tag Asserted Tag Deasserted O On Assert Barracada_Sort. CURRENT 1 INS
Controller LED_Status.Barracada_52AA SPS Group 1 Tag Asserted Tag Deasserted On Assert Barracada_Sort. CURRENT4 INS
LED Status.Barracada_52AB SPs Group 1 Tag Asserted Tag Deasserted On Assert Barracada_Sort. CURRENTS INS
LED Status.Barracada S2AC SPS Group 1 Tag Asserted Tag Deasserted 0 False
LED_Status.Barracada_79L0O3P SPS . Tag Asserted O Tag Deasserted False
LED_Status.Barracada_79L0A Group 5 Tag Asserted Tag Deasserted False
LED_Status.Cypress_Pond_52A3P Group 6 Tag Asserted Tag Deasserted 0 False
LED_Status.Cypress_Pond_S52AA Group 6 Tag Asserted Tag Deasserted False

LED_Status.Cypress_Pond_52AB Group & Tag Asserted Tag Deasserted 0 False




Something custom you want to do?

Project Properties | Sync_Routine

Project Propertie

Program

Program
L PROGRAM Sync_Routine
VAR

VA | Program . RTRIGL : R_TRIG;
PROGRAM Relay 1 Decoder END VAR
Vi -

RELAY HIS 1 : EVENT DECOI

END VAR

pr| ProjectProperties | EVENT_DECODER Relay_1 De

INTERRUPT_SYNC := ((DER_651R2_DNP.AI 00043 _FREQ.instMag) < GRID TAGS.F MIN.instMag);

S'I'I-IC_SUE'C'ESS := I50_651R2 DNP.BI_00000_S52A3P.stVal;

RTIRIGL (CLK := ITIAT

IF RTRIGL1.Q

SEL_651RA_1_SEL.CA_HIS BV - E.TTERY_II‘TFERTER_}{C:-E!Uq.’" VOLTAGE_SETPOINT.oper.setMag :

' ATTERY INVERTER_MODBUS.AC_VOLTAGE SETPOINT.opeR.trigger := TRUE;
ELSE BATTERY_INVERTER MODBUS.AC VOLTAGE_SETPOINT.cpeR.trigger
END_IF

cET 2 TATYE TV RN

SYNC L‘T“--{SEIl := RTIRIGL.Q, RESEI

GRID _TAGS.SYNC ROUTINE RUNNING.SIVAL := SYNC LATCH.Ql;
GRID TAGS.SYNC ELAPSED.instMag := ©;
DELTA HS I := DELIA_HS:
FIRSTRUN : -
 IF




Something custom you want to do?

IEC 61131-3 Logic Engine empowers all of your
“what If..” solutions

Graphical, structured text, ladder
Pre-built libraries
RTAC Extensions



Customer Application Highlight:
Coastal Electric Coop (Walterboro, SC)
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Customer Application Highlight:
Coastal Electric Coop (Walterboro, SC)

13 Substations

Never had SCADA previously

Started with 3530-4, Qty 2

Later merged everything into 3555

HMI, Trending, DA Scheme, Emailing, TEAM



Customer Application Highlight:
Coastal Electric Coop (Walterboro, SC)

Coastal Electric System

Ashepoo Substation Canadys Substation Ind. Park Substation Maple Cane Substation Neyles Substation
Station kW = 0 Station kW = 0 Station kv = 0 Station kW = 0 Station kKW = 0

Parnell Substation Pine Grove Substation Robinson Substation Sidneys Substation Smoaks Substation
Station KW =0 Station KW =0 Station kv =0 Station KW =0 Station kKW =0

4

Stevens Substation Walterboro Substation
Station kKW = 0 Station ki = 0
chester {

Voltage
A PH 0.0

Line Devices System One Line Ckt Amps Trend

DA Scheme

System kW =0
Totalized System kW =0

Hyperlink




Customer Application Highlight:
Coastal Electric Coop (Walterboro, SC

Station A PH 0.0 Amps

1981 10 MVA 7=6.94%
Station B PH 0.0 Amps Station kW = 0
Station C PH 0.0 Amps
Volt A 0.0 Volts
Inst. Demand 0 kW Inst. Demand 0 kW Inst. Demand 0 kW
Inst. VARS 0 KVAR Inst. VARS 0 KvAR Inst. VARS 0 kVAR
PF 0.00 % PF 0.00 % PF 0.00 %
A PH 0.0 AMPS A PH 0.0 AMPS A PH 0.0 AMPS
B PH 0.0 AMPS B PH 0.0 AMPS B PH 0.0 AMPS
C PH 0.0 AMPS C PH 0.0 AMPS C PH 0.0 AMPS

SEL-351R Details SEL-351R Details

SEL-351R Details SEL-351R Details

CIR 34 CIR 3-3 CIR 3-2 CIR 3-1
TRUCK STOP KOA POCKET FUTURE



Customer Application Highlight:
Coastal Electric Coop (Walterboro, SC)

Canadys TRUCK STOP Cir 34 SEL-351R Relay Details
Remote Control

Relay Front Target LEDs

CONTROL AC BATTERY
EMABLED | 5UpPLY | PROELE =N

(@] Groun sLockep (@] ot LNETAG ON
@) GrouND ENveLE @)J HoT LINE TAG OFF

RECLOSE BLOCKED

(@) RecLOSE ENABLE
CLOSE

@) norMAL SETTING

A PH 0.0 AMPZ
E PH 0.0 AMPS
C PH 0.0 AMPS

CIR 3-4
Truck Stop



Customer Application Highlight:
oastal Electric Coop (Walterboro, SC)

LDP Report 61262017 33

SCHWEITZER

SEL | encineerine

- LABORATORIES

Start Date |6/ 17 12:00:00 AM Device Name|Trend Recorder
End Date|6/27/2017 12:00:00 AM Device ID|Coastal RTAC
Metering Point / Group|Trend Collection_Trend Recorder Terminal ID |Recorder 1
Time Zone|US/Eastern Firmware ID|SEL-3555-R139-V0-Z001001-D2017050
UTC Offset|-04:00:00 CTR|1
Time Zone DST|True CTRN|1
Unit Scale|Kilo PTR|1
Scale|Primary

40000 Dernand

and

15000
10000

5000




Customer Application Highlight:
Coastal Electric Coop (Walterboro, SC)

Original Message
From: SEL RTAC <RTAC@coastal.coop>
Sent: Friday, October 26, 2018 12:87 PM
To: SCADA <scadaf@coastal.coop>;
Subject: EVENT DETECTED AT BennettsPoint_351R_SEL

10/26/18 Time: ©4:04:08.826
FDR 11-3 (BENNETTS POINT)

DATE TIME EVENT LOCAT FREQ GRP SHOT TARGETS

#
1
2
3
4
5
6
7
8
9
1
0

d

10/26/18
10/26/18
10/26/18
10/26/18
16/19/18
16/19/18
16/19/18
10/16/18
10/11/18

@ 16/11/18

e4.
e4.:
e4.
e4.:
3.
82:
e1:
e5:
e7:
e7.:

ee:
ee:
ee:
ee:
26:
es:
53:
47 :
12:
12:

43,
39.
37.
36.
54.
41.
56.
36.
44,
42.

242
17e
ees3
236
598
432
432
563
339

ese

CG
CG
ER
CG
TRIG
TRIG
TRIG
TRIG
ER
CG

20.36
20.088
$$$$$%$
20.19
$$$$$%$
$$$383%
$$$$$%$
$$$383%

$$$395%
6.36

59.
59.
60.
60.
60.
60.
60.
60.
59.
59.

99
99
ee
ee
o1
o1
o1
ee
99
99

1

RPRrRRPRRPRRRRER

2

P MNMOOOODORLE

110eeeee
1l1eeeoeee
110eeeee
1l1eeeoeee
110eeeee
1l1eeeoeee
110eeeee
1l1eeeoeee
110eeeee
1l1eeeoeee

loeeeoee
loeeeeee
loeeeoee
loeeeeee
loeeeoee
loeeeeee
loeeeoee
loeeeeee
loeeeoee
loeeeeee




Customer Application Highlight
ElectriCities of NC

9.

*e

ELECTRiCITIES

S NRTH BARRTIR, ABOUT US v PUBLIC POWER v SERVICES v

Home > About Us > Wﬂo We Are ,
" ; : Tar.

i 'y ‘ P Bt = ‘ ==
——" S

=" WHO WE ARE

ElectriCities is a not-for-profit membership
organization of municipally owned electric utilities

that are spread across North Carolina, South Carolina,
and Virginia.

We advocate for public power communities at the state and federal levels, and
provide a number of administrative, technical, legal, and leqgislative services to
support our members.




Customer Application Highlight
ElectriCities of NC

e Around 500 SEL-3505 RTACs < Dispatch of
at municipal stations and diesel generation

distributed generation sites » Scheduling and

e Cellular uplink to Raleigh dispatch of peak
and Huntersville shaving and
+ Central SEL-3555 RTACs for load management

Eastern and Western NC for e Hosted HMI for
hosted SCADA member cities



Customer Application Highlight
ElectriCities of NC

L5 ) " Emineth city 8
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() Start A1 LM/VR Stop A1 LM/VR
Start TP PAGs Stop TP PAGs O] Start P&G
) StartTypels [0} Stop Typels ‘ Schedule Run | (T Start Gre/Win

PAGs - TP PAGs - Eco Eastern/ GEN's
LM/ VR Typel - Main Typel - Other Typel - Newton

PAGs - Emer




Customer Application Highlight
ElectriCities of NC

(©} Turn On PAGs - Main (©) Turn Off PAGs - Main

Group Generator  Breaker Generator
Enabled Running Status Name

Group Control Manual Control

AlbHosp
AlbPPP1
AlbPPP2
CheCH
DresCC
GasFrl 2
GasFrl3
GasPPP
GasPPP?
GriwM
HptPolo
HptRW1
HptRW2
LinHS

MaidCC

(€ JC N IC NC NCNC NC NCNCNCNCNCNCNCRC)
(€ JC R INC NC NCNCC NCNC NCNCNCNCNCRC
0000000 0POCPOCAOGOGOOGO

MonMS

Back to Main



Customer Application Highlight
ElectriCities of NC

(*) Turn On Newt TP (°) Turn Off Newt TP

Group Generator  Breaker Generator

Enabled Running  Status Name Group Control Manual Control
Peak Shaving - DP2 —
(V] ® ® Firs Bkry1 oY out C) smrt (OF Stop
@® ® ® Firs Bkry2
'@ Q Q Polymask/3M
@® ® ® Sarstedt1
@ Q Q Sarstedt2
@® ® ® cCIBl
@® ® ® CCB2
@® @® ® zr
@® Q) ® Prodelin
@® ® ® Targ DC1
® ® ® Targ DC2

Newton Standby Mode

Back to Main



Customer Application Highlight
ElectriCities of NC

Generator Scheduling Page

PAGS Generator Scheduling
e SCHEDULE ENABLE
~ SCHEDULE DISABLE
LMVR Generator Scheduling
SCHEDULE ENABLE
SCHEDULE DISABLE

TYPE1 Generator Scheduling
SCHEDULE ENABLE
SCHEDULE DISABLE

LMVR
DISAELED

TYPEL
DISABLED

mes| SCHEDULE ENABLE
=== SCHEDULE DISABLE

Duration Hours Duration Minutss
orrerkvale: 2 ourentvalse S

e SCHEDULE ENABLE
" SCHEDULE DISABLE

Gen Schedule - Eastern Back to Main




Customer Application Highlight
ElectriCities of NC

e Creating custom
user roles and
privileges tied to HMI
access

e Several small
SCADA pages in one
solution




Customer Application Highlight
ElectriCities of NC

Town of Fremont Electric System




Customer Application Highlight
ElectriCities of NC

East Reclcsing

,I | East_TRIP (Q

East_CLOSE

| West_TRIP
Y West CLOSE

Voltage Reduction

East
OFF Phase A
o ()| LM_East_On
S ase ;
Electricities i e OVl LM _East OF
Voltage '
Reduction o i
) LM_West_On
OFF Phase B :




What's the yearly support contract?




Questions?
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of NORTH CAROLINA, INC.

The energy behind public power

www.electricities.com

FOLLOW US ON SOCIAL MEDIA:

@ElectriCitiesNC
0 @ElectriCitiesNC
(v @ElectriCitiesNC
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