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By the end of this session you will be able to:

• Understand how to obtain buy-in from leadership

• Focus more on “risk” versus “threat”

• Dramatically reduce your organization’s exposure to harm

LEARNING OBJECTIVES
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Overview
Established in March 2005
• Approx. 160 employees 
• Cybersecurity
• Dept. of Defense (DOD)
• Public Safety Divisions
• Energy

• IPKeys Power Partners
• Hardware & Software

National Facilities 
• California
• Maryland 
• New Jersey
• Virginia
• Louisiana
• Texas

INC. Magazine Fastest 500 
Growth in 2010 & 2011

CORPORATE OVERVIEW 
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UTILITY CLIENTS

2005 
Project Portfolio Management

2013
Teakwood 

Capital

Strategic Alliances



About Today’s Presentation

Getting from this To this



Threat Landscape



Threat Landscape



I am not a Medium or High – Therefore I have no obligations to be NERC-CIP 
compliant

Sidebar

NERC-CIP – This is “Compliance” and not “Cybersecurity”

I do not have inherent dependencies on a supply chain – “Our equipment has been operating 
just fine”

Relevant Trivia/Factoids for Businesses up to 500 employees:

1) 60% say they do not have a cyberattack prevention plan
2) Only 9% rank cybersecurity as a top business priority
3) Only 7% of CEOs say a cyberattack is likely
~ Keeper 2019 SMB Cybersecurity Study



Don’t let PRIDE be a downfall

Procrastination –“We’ll get to it later.” 

Rationalizing – “We are not connected to the Internet in any way”

Ignoring the Issue – “Cybersecurity doesn’t apply to us. We don't have anything anyone would 

want.“

Denial – “Spending money on cybersecurity won’t stop an attack, so why bother.”

Excuses – “It’s too complicated,” "We don't have the budget or expertise.“



Threat and Legal Landscape

Legal Exposure

“Everyone in the IoT supply chain is at risk if they don’t meet the applicable “standard of 
care,” a legal term that varies somewhat depending on the particular legal claims at issue, 
but essentially means responsible cybersecurity design.” – Ijay Palansky (Litigation Attorney 
3/28/19)

Standard of Care 

The watchfulness, attention, caution and prudence that a reasonable person in the 
circumstances would exercise. If a person's actions do not meet this standard of care, then 
his/her acts fail to meet the duty of care which all people (supposedly) have toward others. 
Failure to meet the standard is negligence, and any damages resulting therefrom may be 
claimed in a lawsuit by the injured party.  - (Dictionary Law)

Due Diligence + Due Care (taking action) = “Standard of Care”

https://dictionary.law.com/Default.aspx?selected=2002


Threat and Legal Landscape

Legal Exposure - Continued

Backstops for offsetting financial risks 
is becoming more problematic as 
regulators, state prosecutors, and 
insurance become more acutely 

aware of risk mitigation best 
practices.



Cybersecurity - the state of being protected against the criminal or unauthorized use 
of electronic data, or the measures taken to achieve this.

 Cyber incident resulting in system disruption or data spillage of sensitive information that 
required proper safeguarding

 Cyber incident resulting in a “harm trigger” resulting in increased exposure to private causes of 
action and/or investigation (with financial sanctions) from state attorney generals or Federal 
Trade Commission.

Simply assessing the “technology position” of an enterprise does not equate to a reduction in 
cyber risk

Defining Cyber Risk Versus Cybersecurity

Cyber Risk – Presence of a material weakness exists that has a heightened potential to 
have a significant impact on the enterprise resulting in one or more of the following:



20th vs. 21st Century Networks

20th Century Approach

• Easily Defined

• Partitioned from the Internet

• Limited “transition points” to serial based 

networks

Thought Process
• Security through Obscurity

• “We have a firewall”



20th vs. 21st Century Networks

21st Century Approach
• Enablement of IoT

• Support of Smart Cities

• Highly Integrated Distributed Energy 

Resources (energy supply chain)

• Demand Management (Smart Meters)

• Mobile devices

Thought Process
• Follow NERC

• Compliance vs. Risk Management



The Marketplace 

More money is spent today on Cybersecurity now than ever before!

Monies spent, but wisely? How are risk profiles
Improved? (Majority of investment in new Tech only)

How does OT or IoT figure in? 



Shaping Cyber Risk for C-Suite and BOD
Stop trying to tell a “technical storyline”

Do not expect business owners 
and leaders to “get it”



Automation to Improve Fidelity and 
Efficiency 
Humans are only as efficient as the technology at their disposal

Automation Saves Time = 
Saving Cost



Automation to Improve Fidelity and 
Efficiency 

Automation enables “snap-shot
visibility

Data Driven Dashboards



Shaping Cyber Risk for C-Suite and BOD
Frame the Costs and the Liability
Finding Resolution Cost to Implement

Current server acting 
as a High Value Asset 
in support of BES is 
running MSFT 2008 r2

Upgrade to 
MSFT 2016

$37,216 (IT staff 
Man hours and 
license)

Lack of Configuration/ 
Change Management 
automation created a 
number of change 
logs that could not be 
attributable

Identify 
automation 
solution 
(Sigmaflow)

$275,000

Lack of established 
contract language to 
limit supply chain 
cyber risk exposure

Revise SLAs 
or other 
legally binding 
agreements

$26,513

Cost Considerations $338,729

Cost of Crisis Management Comments

$173,245 (Same IT staff, + 
downtime of up to 1.2 hours 
impacting bill rate at $163,245 per 
hour)

• Liability exposure to notifying 
NERC or “Other” resulting in lost 
manpower due to audit

• Sanctions estimated at $8,300 
per day 

See comments • Current level of effort can be 
reduced by 64% = savings of 
$347,000 (annually) 

• Incident response $427,000
• Incident notification and audit 

response $198,000

• Ensure any changes to language 
include requirements for 
cyber(1st and 3rd party) damages 
above $625,000

$1,145,245 TCO Reduction $806,516 or 
ROI: 3.38:1

Finding Resolution Cost to Implement

Current server acting 
as a High Value Asset 
in support of BES is 
running MSFT 2008 r2

Upgrade to 
MSFT 2016

$37,216 (IT staff 
Man hours and 
license)

Lack of Configuration/ 
Change Management 
automation created a 
number of change 
logs that could not be 
attributable

Identify 
automation 
solution 
(Sigmaflow)

$275,000

Lack of established 
contract language to 
limit supply chain 
cyber risk exposure

Revise SLAs 
or other 
legally binding 
agreements

$26,513

Cost Considerations $338,729

Cost of Crisis Management Comments

$173,245 (Same IT staff, + 
downtime of up to 1.2 hours 
impacting bill rate at $163,245 per 
hour)

• Liability exposure to notifying 
NERC or “Other” resulting in lost 
manpower due to audit

• Sanctions estimated at $8,300 
per day 

See comments • Current level of effort can be 
reduced by 64% = savings of 
$347,000 (annually) 

• Incident response $427,000
• Incident notification and audit 

response $198,000

• Ensure any changes to language 
include requirements for 
cyber(1st and 3rd party) damages 
above $625,000

$1,145,245 TCO Reduction $806,516 or 
ROI: 3.38:1



While CIP-013-1 is designed to focus on products 
and services purchased by the entity, the “threats” 
may go beyond.

Supply Chain 

• Service Level Agreements
• Terms & Conditions
• RFP’s



“Liability/Risk” vs. Compliance



Contact Details

Carter Schoenberg, CISSP
Executive Vice President – Cybersecurity Solutions 
cschoenberg@ipkeys.com
(732) 982-3148 Desk
(202) 660-8066 Cell

www.ipkeyspowerpartners.com

mailto:cschoenberg@ipkeys.com


www.electricities.com

FOLLOW US ON SOCIAL MEDIA:

@ElectriCitiesNC

facebook.com/company/ElectriCitiesNC

@ElectriCitiesNC
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